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Cepusat Dominion SX

YcTtponcTsa, npeaHasHavyeHHble AN AUCTaHUMOHHOro yrnpasnexus no |IP-kaHany MT-o6opygoBaHuem, OCHaLLEHHbIM
KOHCOMbHbIMK nopTamu (RS232). Ooctyn
ocyuiectBnsetcsa yepe3 SSH, Telnet unn yepes
nobou 6paysep.

Be3onacHbIn BHeceTeBOW yaaneHHbIN
AOCTyn B covyeTaHuun ¢ hyHKLumuen
ynpaBrieHUsi NUTaHneM

Dominion SX no3sonseT ocylectBnsTb 6e3onacHoe

yaaneHHoe ynpasrieHne yCTponUcTBaMum ¢

nocrnegoBaTenbHbIMU MHTepdencamu. MpocToe B yCTaHOBKe, HAaAeXHOe U MacluTabupyemoe pelleHre, Dominion
SX MOXEeT NPUMEHATLCA Kak eguHas nnaTdopma ynpaBneHns HECKOMbKMMUM NnocrneaoBaTeNnbHbIMU CepBeEpaMu 1
obopygoBaHuem:

CepBepamu 1 aBTOHOMHbIMK cepBepaMu — Sun Cobalt, Solaris, HP-UX, UNIX, Linux, IBM AIX, Windows
WAN o6opynoBaHnem — TepmuHansHeiMu agantepamu ISDN, CSU/DSU, PBX/PABX, WDM

CeTeBbIM 060py10BaHNEM — MapLUpyTu3aTopamu, kommyTtaTtopamu Ethernet, firewall

PasBeTtBuTENSIMM NMMTaHKS, ynpaBnseMbiMun No nocnegosatensHoMy nHtepdercy, UPS yctporictBamu

BbICOKOS(b(beKTVIBHoe peweHune ansad CHNXeHuAaA BpeMeHU npocTod U 3aTtpart

Dominion SX nossonser:

o OI'ITMMVISVIpOBaTb CeTb U 6bICTp0 YCTpaHATb HENONaOKu 3a cHeT yBe,EI,OMJ'IEHMﬁ 0 COObITUSIX U BeAeHMUs
CUCTEMHOIO XypHana

L BocctaHaBnmBaTtb coeanHeHNe cetn n pa60Ty cepBepoB C NOMOLLBIO BHECETEBOIO NPpAMOro AocTtyna K
nocrnenoBaTesibHbIM yCTp0I7ICTBaM nnn MmogemMHoro goctyna

e  YCTpaHATb Hermonaaku, OCyLLeCcTBNATb NOAAEPXKKY Y aOMUHUCTPUPOBaHUE yaaneHHoro obopynoBaHms ¢
eanHon nnatopMbl

e [lonyunTb Camyto BbICOKYHO MIOTHOCTb MOPTOB Cpean NpeAraraemMbiX Ha pbiHKE peLueHun B komnaktHom 1U
Kkopnyce

MpocToTa ncnosnb3oBaHUA

e [IpocToi 1 yoobHbIi goctyn Yepe3 SSH/Telnet unu web-6paysep
e Plug & play ycTtaHoBKa, He Tpebytowast HCTannAaumMm knueHTtckoro MO
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Be3sonacHocTb 1 Bbicokasa 3h(peKTUBHOCTb

SSL 128-6ut RC4 nnn SSHv2 AES/3DES koampoBaHue BCex COeAuHEHUN

AyTeHTUMnKaLuus 1 aBTopusauns yaaneHHbIX 1 oKanbHbIX Nofb3oBaTenen  agMUHUCTPaToOPOB
MpenoTBpalleHe HeaBTOPM30BaHHbLIX AENCTBUI (0OaBNEeHNA, UBMEHEHWI, yOANEHNUIA)

Bce mogenu Dominion SX ocHalueHbl 4y6nnpoBaHHbIMU UCTOYHMKaMU NUTAHUSA, BCTPOEHHbIM MOAEMOM Y
pe3epBUpPOBaHHbIMU CETEBBIMU MHTEPEENCHBIMU NnaTaMum

MacwTtabupyemoctb

Mopaepxka no 100 nonb3oBaTenen

Bo3MOXXHOCTb yBENNYUTL YMCO ynpasngemblx yctponcts o 10 000 npu npymeHeHnn COBMECTHO C
CommandCenter Secure Gateway

MpunoxeHus

YnpaBneHune cepBepamu 1 CeTbio
YnpaeneHue yganeHHsiMn ocmucamm n ounuanamm
YpaaneHHoe yrnpaBneHue 3neKkTponMTaHnemM

Be3sonacHocTb

ApXUTeKTypa yCcTpOMCTBA 3anpeLlaeT 4OCTyn K BCTPOeHHOM Linux

SSHv2 n SSL kognposaHue:
o SSHv2 c AES, 3DES pexumamun KogMpoBaHus
o SSL 128-6ut RC4 kogmpoBaHue

[Monb3oBaTenbckue ID n cuctema goctyna no naporsto

Mopoepxka paboTel ¢ cepTudmkatamm

HacTtpauBaemble npocunum 6esonacHocTn

Moppepxka TLS 1.0

MonHoueHHas paboTa ¢ Firewall n BegeHve cnMcKoB KOHTPOMSA AocTyna
AyTeHTUdrKauns 1 aBTopusaLmsa Ha ypoBHe nopta

Moppepxka RADIUS, TACACS+, LDAP(S), Keyboard v.5, Microsoft Active Directory
Mopnepxka SecurelD

Mogemnbin goctyn B OC Linux n Windows 2000/XP

KoounpoBaHHas 6a3a gaHHbIX nonb3oBartenen/naponem

OrpaHnyeHve No BpeMeHn Anst HeakTUBHbIX CeCCUM

YpaneHHas nepesarpy3ka 1 BOCCTaHOBIIEHME HACTPOEK MO YMOYaHMIO

KoHconbHoe ynpaBrneHune

B03MOXXHOCTb Ha3Ha4YeHMst O4HOIO UIM HECKOSbKMX JTOTMHOB AN NoNb30oBaTens

10 nonb3oBaTtenen (paboTtatLmux yeped SSH, Telnet, nokanbHbI NopT, SSL) MoryT coBMecTHO paboTaTtb C
OLHUM MOPTOM

Bydep Ha 80 ctpanuy, (kpome DSX4 — okono 40 cTpaHuy)

Onuua SecureChat, no3Bonsiollas HECKONbKMM Nonb3oBaTensam pabotatb COBMECTHO, ucnonb3ys 128-bit
SSL koanpoBaHue

HTTP/HTTPS (6paysepsbl ¢ Java: Netscape 7.0, Mozilla 1.5, Mozilla Firefox, Internet Explorer 6.0, Sun
JRE1.4.2 v BbIWwe)

Mpsimon gocTyn k nocnegoBaTensHomy nopTy Yepes IP-agpec anst SSH/Telnet/HTTP(S) nnn TCP nopt ans
SSH/Telnet

Standalone Raritan Serial Client (Ha ocHoBe Java) Anif NPSIMOro COeAVHEHUS C MOPTOM
Onuwnsa mapwpyTtnsauum mexagy LAN nopTom 1 MogemMHbIM NOpTOM

MepemelleHre nHopmaLum (KoNnMpoBaHne 1 BCTaBKa) MeXQY PasnuyHbIMW nopTaMum
KoanposaHHas 3anuck nHgopmaumm o ceccusix Ha NSF cepsep

OpuH nnn aBa nokanbHbIX KOHCObHBIX NopTa

BcTpoeHHbIi Mogem

Mopnepxka Windows Server 2003

CepTtnduumpoBaH ansa pabotsl ¢ Sun Solaris (Solaris Ready™)
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VT100/220/320 ANSI amynauns ¢ AMHaMUYECKON HAaCTPOMKOW LUPUATOB NN ¢ OUKCUPOBAHHBIMMN

wpudptamm
OnumnoHanbHast nogaepkka HelmndpoBaHHOIO AOCTyna (OTKIYEHA NO YMOYaHMUIO)

B0O3MOXHOCTb HACTPOUTL PEXUM COBMECTHOMO A4OCTYyrNa C npaBamu 3anmncu u ¢ 6]'IOKVIpOBaHVIeM npas
3anucu

Pexnmbl ynpasneHus Dominion SX

AOMUHUCTPUPOBaHNE Kak Yepes rpaduyeckuin nHtepdenc Ha 6ase HTML, Tak n yepesd SSH/Telnet
YBenomneHus o cobbitusax cuctemol no e-mail (SMTP)

SNMP coobueHus
Mopnepxka IPMI

Mopaynu ynpaenenus nutaHunem Raritan Power Control, ynpaBnsiemble yepe3 GLI nnu rpadgmyeckmi
nHtepderic (GUI)

OybnupoBaHHble nopTel Ethernet 4na Bo3amMoXHOCTM pe3epBMpPOBaHUS CETEBLIX COEANHEHUN

Mopaepxka NTP (NnepBUYHbIX M BTOPUYHbIX CEPBEPOB)

OO6HoBNEHMEe BCTPOEHHbIX Nporpamm Yepe3 FTP ¢ ncnonb3oBaHneM rpacmyeckoro nHtepdeinca
nonb3oBaTens

[wnarHocTuyeckne komaHabl, nomoratome YCTpaHATb HEeNnonagku coeanHeHua

B03MOXHOCTb pe3epBHOro KONMMPOBaHWsS! U BOCCTAHOBIIEHUS] HACTPOEK YCTpolicTBa Yepes FTP cepeep

Bo3moxHocTb uHTerpaumm ¢ CommandCenter Secure Gateway

LieHTpanusoBaHHasi cucteMa ayTeHTUMKaLMN 1 aBTopr3aLmi Yepes oavH IP-agpec
HasHaveHne npae gocTyna nonb3oBaTens, rpynmbl Nofb3oBaTene U Ha OCHOBE BbIMOMHAEMON MU

DYHKLMM

YpaneHHbIn 4OCTyN K yCTPOMCTBaM Yepe3 rpaduyeckmin nHTepdgenc nonb3osBaTens unm npaMon 4ocTyn

yepe3 SSH

Bo3moxHOCTL B pexnme pearibHoro BpemMeHun oCyLecTBiATb MOHUTOPUHI U ynipaBlieHne ceccnuamm
nonb3oBaTtenemn u akTMBHbLIMU nopTtamu

LleHTpaﬂVI3OBaHHOG obHoBneHne BCTPOEHHbIX NporpamMm U BO3MOXHOCTb KOI'II/IpOBaHI/Iﬂ/BOCCTaHOBJ'IeHI/Iﬂ

HaCcTpOeK YCTPOWCTB

YnpasneHue nutaHnem
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